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DIRECTOR OF CENTRAL INTELLIGENCE 

Security Committee 


SECOM-D-357 
1 November 1982 


STAT 


MEMORANDUM FOR: Director of Central Intelligence 

VIA: Deputy Director of Central Intelligence 

Director, Intelligence Community Staff 

FROM : 

Chairman 


SUBJECT: Unauthorized Disclosures of Classified Information 


1. Action Requested : DCI support for three recommendations intended to 
provide at least modest action toward determining the sources of unauthorized 
disclosures of classified information. A fourth recommendation encourages 
continued DCI support of the Willard Report. 

2. Background : The problem of 1 eaks--discl osures of classified 
intelligence to the news media or other unauthorized persons--is the oldest, 
most frustrating, and most unmanageable problem facing the DCI Security 
Committee. The SECOM first came together in 1959 to seek a way to deal with 
leaks. On untold occasions since then, senior officials of the government 
have decried the apparent impossibility of keeping a secret in Washington. 

3. The number of studies of how to stop leaks, or to identify and 
penalize leakers, is exceeded only by the number of leaks that have 
occurred. The situation grows worse because of the ambivalence about leaks in 
the highest levels of government. On one hand, leaks are despicable because 
they foreclose the options of the policy makers and/or jeopardize the national 
security. On the other hand, a well-placed leak can be used to enhance 
greatly the image of the leaker, his programs and policies or to seriously 
discredit his adversaries or their programs and policies. The leak is a two- 
edged sword, not easily surrendered by those who feel the need to influence 
public opinion. 

4. As Winston Churchill and others have observed, "The Ship of State is 
the only vessel that leaks at the top." It is generally believed that most 
disclosures of classified data are made by persons who (a) are knowledgeable, 
(b) have trusted contacts in the media, and (c) have motivation, selfish or 
political. Few, if any, minor bureaucrats possess all of these 
characteristics. Even if a "leaker" is found, he may have sufficient support 
from influential friends to avoid being penalized. 
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5. The procedure for investigating leaks of sensitive intelligence 
information has been unchanged for at least two decades. First a 
determination is made that sensitive information has been disclosed. The 
document from which the compromised information came is then identified and 
the authorized dissemination of the document is determined. In the typical 
case, the dissemination is found to be well into the hundreds, with recipients 
in several departments and agencies, both within and outside the Intelligence 
Community. With everyone who saw the hundreds of documents a potential 
suspect, and with the inability of agencies to investigate outside their own 
organizations, the situation is normally declared hopeless and the 
investigation is dropped. In some cases, a few people will be asked whether 
they were the source of the leak. They promptly deny responsibility, and the 
matter is closed. If anything has been proven in a quarter of a century of 
trying, it is that this procedure does not work. 

6. It has been suggested that the successful investigation of only a few 
cases, resulting in well-publicized and appropriately severe penalties, could 
drastically change the attitude of the federal bureaucracy toward leaks. Many 
have thought that having the Federal Bureau of Investigation investigate leaks 
would be an ideal solution to the problem. This is hampered by the Justice 
Department s requirement that the agency requesting the investigation answer a 
series of questions , one of which is whether the leaked information can be 
declassified to permit prosecution. This places the complaining organization 
in the position of either declassifying the information and insuring its 
confirmation and further dissemination, or declining to declassify, insuring 
that the FBI will not undertake the investigation. Even under ideal 
conditions, the FBI would not have the resources to investigate each leak that 

occurs. Therefore, a process for selecting the leaks worthy of investigation 
is needed. 


.. 7 * J A eak rarely 1s a one-agency phenomenon. Typically, information is 
gathered by one agency or more, analyzed and turned into finished intelligence 
by one or more others, and then disseminated to the entire Intelligence 
Community (and sometimes to agencies outside the IC). Any effective leak 
investigation must cross agency lines and do so quickly. Delays or failures 
resulting from lack of resources, lack of interest, or simple inefficiency in 
any agency or department can be fatal to the investigative effort. Yet it is 
the nature of bureaucracy that no department or agency head will willingly 
allow investigators from another agency to conduct inquiries on his turf The 
vigor with which internal investigations are pursued may be tempered by fear 
of the embarrassment that would result from finding a "leaker" within one's 
own agency or department, or by the attitude that the problem is really 
someone else’s. Any solution to the problem requires an investigative 
organization whose jurisdiction throughout the government is recoqnized and 
accepted. Only the FBI meets this criterion. 

8. The tools available for investigating leaks are inadequate. Not only 
are there far too few investigators, whose charters are hopelessly narrow, but 
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16. A word of caution. The FBI Is not eagerly seeking this task--it is 
thankless, places the organization's public relations at risk, and has no 
guarantee of success. It offers, however, the possibility of breaking the 
impasse we reached long ago. The Bureau is not likely to accept the job 
without additional manpower, and even then acceptance will be reluctant. Nor 

t does providing funds for the creation of a leak data base assure us of putting 
la stop to leaks. But the data base is a tool without which we cannot hope to 
[understand, let alone solve, the leak problem. Unfortunately, some of those 
I who complain loudest about leaks seem least willing to share their resources 
I to combat them. It is time for us to put up or shut up. 

17. The Willard Report, prepared by a committee headed by the Department 
of Justice, contains many useful recommendations to help remedy the 
unauthorized disclosure problem. The report is a wide-ranging document, 
however, and is still being mulled over by the NSC Staff. This paper 
recommends action which can be undertaken in the near future and which can be 
accomplished without legislation or massive funding. 

18. Recommendation : That the DC I: 

a. Sponsor, in consultation with the Director, FBI and 
the Attorney General, an initiative calling on the FBI to 
investigate selected leaks whether or not prosecution is 
expected to ensue, and providing additional manpower to 
offset FBI personnel requirements to conduct leak 
investigations. Approximately’ 12 positions should provide a 
respectable level of effort. The DCI should be prepared to 
provide advice on the selection of leaks for investigation in 
order to keep the FBI workload within manageable limits. 

b. Reprogram FY 1983 NFIB funds ($250,000 and 3 
positions) , and plan for similar resources in FY 84 and 
beyond, to provide the Security Committee the means to 
establish and maintain a computerized. Community-wide, leak 
data base for use in analyzing leaks for patterns or trends. 

c. Reprogram FY 1983 NFIP funds ($125,000) to provide 
the Security Committee resources needed to contract an 
analytical study of the long-term effects and characteristics 
of leaks. 

d. Continue vigorous support of the findings and 
recommendations of the Willard Report. \ 

STAT 
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